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Deep Neural Networks (DNNs)
Neuron

Neuron Artificial Neuron
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𝑓(𝑥) = 𝑤𝑇𝑥 + 𝑏

𝑦 = 𝑔(𝑓(𝑥))

𝑦 = 𝑔(𝑤𝑇𝑥 + 𝑏)

where g is the activation function,

𝑤𝑇 is transpose of w

x = [𝑥1, 𝑥2, 𝑥3]

𝑤 = [𝑤1, 𝑤2, 𝑤3]

b is constant

Deep Neural Networks (DNNs)
Artificial Neuron
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𝑓 = 𝑤𝑇𝑥 + 𝑏

𝑦 = 𝑔(𝑓)

𝑦 = 𝑔(𝑤𝑇𝑥 + 𝑏)

where g is the activation function,

𝑤𝑇 is transpose of w

x = [𝑥1, 𝑥2, 𝑥3]

𝑤 =

𝑤11 𝑤12 𝑤13

𝑤21 𝑤22 𝑤23

𝑤31 𝑤32 𝑤33

b = [𝑏1, 𝑏2, 𝑏3]

Deep Neural Networks (DNNs)
Artificial Neural Network
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For a layer k,

𝑥𝑘 = 𝑔((𝑊𝑘)𝑇 . 𝑥𝑘−1 + 𝑏𝑘)

where g is the activation function,

𝑊𝑇 is transpose of W

𝑥𝑘 = [𝑥1
𝑘 , 𝑥2

𝑘 , . . . . 𝑥𝑛
𝑘]

𝑤𝑘 =
𝑤11
𝑘 ⋯ 𝑤1𝑛

𝑘

⋮ ⋱ ⋮
𝑤𝑚1
𝑘 ⋯ 𝑤𝑚𝑛

𝑘

m - # neurons in the hidden layer k

n - # inputs to the hidden layer k

Deep Neural Networks (DNNs)

(PDF) Energy-Efficient IoT Sensor Calibration With Deep Reinforcement Learning (researchgate.net)

https://www.researchgate.net/publication/341197264_Energy-Efficient_IoT_Sensor_Calibration_With_Deep_Reinforcement_Learning
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Deep Neural Networks (DNNs)
Activation function: ReLU

FAU_DCN_AvH_MasterThesis_may2023.pdf

https://dcn.nat.fau.eu/wp-content/uploads/FAUDCNAvHMasterThesis_gOtiobo_may2023.pdf
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𝑥𝑘 = 𝑅𝑒𝐿𝑈((𝑤𝑘)𝑇 . 𝑥𝑘−1 + 𝑏𝑘)

𝑅𝑒𝐿𝑈(𝑥) = 𝑚𝑎𝑥(𝑥, 0)

Deep Neural Networks (DNNs)
Activation function: ReLU
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Definition: MILP is a mathematical method used for solving optimization problems where some of the decision variables 

are constrained to be integers.

Components of MILP:

Decision Variables

Constraints

Objective Function

Mixed Integer Linear Programming (MILP)
What is MILP?

(𝑚𝑎𝑥 − 2𝑥1 − 3𝑥2)

MILP: Formal definition and solution space | by István Módos | Towards Data Science

https://towardsdatascience.com/mixed-integer-linear-programming-formal-definition-and-solution-space-6b3286d54892


Master Seminar : "Selected Topics in Data Science and Optimization" 12

Example: Small-Scale Lemonade Production (with a budget of 10 Euro).

Constraints: 

− Cost Constraint : 2𝐿 + 3𝑆 ≤ 10

− Production Constraints: 𝐿 ≥ 1 &  𝑆 ≥ 2

− Quality Constraint: 𝐿 ≤ 4

Objective function: Maximize the cost of producing lemonade.

Cost(𝑚𝑎𝑥): 2𝐿 + 3𝑆

Where 2 and 3 are the costs per unit of lemons(𝐿) and sugar(𝑆) packets, respectively.

𝐿 is Number of lemons & 𝑆 is Number of sugar packets

Mixed Integer Linear Programming (MILP)
Small-Scale Lemonade Production
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Cost Constraint : 2𝐿 + 3𝑆 ≤ 10

Production Constraints: 𝐿 ≥ 1 &  𝑆 ≥ 2

Quality Constraint: 𝐿 ≤ 4

Mixed Integer Linear Programming (MILP)
Small-Scale Lemonade Production: Problem Visualization
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Cost Constraint : 2𝐿 + 3𝑆 ≤ 10

Production Constraints: 𝐿 ≥ 1 &  𝑆 ≥ 2

Quality Constraint: 𝐿 ≤ 4

Objective function: (max)2𝐿 + 3𝑆

Mixed Integer Linear Programming (MILP)
Small-Scale Lemonade Production: Solution Visualization
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LP Relaxation: Ignore the integer constraints, 

gives us a baseline for solution.

Start with L = 1.2 & find S with cost constraint. 

Starting value of S is set by solving the cost 

constraint given L=1.2

First Branch: If the LP solution yields a fractional 

value for the integer variable (Sugar packets, 

S), create two new subproblems (branches) by 

rounding this value up and down. For example, 

if S =2.67, create branches with S=2 and S=3.

Subsequent Branching: Each subproblem might 

still have fractional values for S, so continue 

branching until you reach solutions where S is 

an integer.

Mixed Integer Linear Programming (MILP)
Branch and Bound

L = 1.2

S = 2.54

L = 2

S = 2

L = 1/2

S = 3

L =1

S = 2.67

L = 3

S = 4/3

L = 1

S = 2

L = 1/2

S = 3

S <= 2 S >= 3

L <= 1 L >= 3

S <= 2 S >= 3

Node 0

Node 2Node 1

Node 4Node 3

Node 5 Node 6

ub = 10

lb = 8

ub = 10

lb = 10

ub = 10

lb = 8

ub = 10

lb = 8
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Tightening Bounds for S:

Starting with 𝐿 = 1 (its lowest value) ⇒ cost constraint ⇒ 𝑆 ≤ 8/3 = 2.67

Since S is an integer, its maximum possible value here is 2 (upper bound).

Since S>=2, therefore 𝑆 ⇒ 𝑙𝑏 = 𝑢𝑏 = 2

Tightening Bounds for L:

Starting with 𝑆 = 2 (its lowest value), ⇒ cost constraint ⇒ 𝐿 = 2 (upper bound). 

Since 𝐿 ≥ 1 (lower bound), therefore 1 ≤ 𝐿 ≤ 2.

Mixed Integer Linear Programming (MILP)
Bound Tightening
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Bounds:

𝐹𝑜𝑟 𝑆 ⇒ 𝑙𝑏 = 𝑢𝑏 = 2

𝐹𝑜𝑟 𝐿 ⇒ 𝑙𝑏 = 1, 𝑢𝑏 = 2

Mixed Integer Linear Programming (MILP)
Bound Tightening applied to solution-space
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Bounds: 

𝐹𝑜𝑟 𝑆 ⇒ 𝑙𝑏 = 𝑢𝑏 = 2

𝐹𝑜𝑟 𝐿 ⇒ 𝑙𝑏 = 1, 𝑢𝑏 = 2

Mixed Integer Linear Programming (MILP)
Bound Tightening applied to branch-n-bound

L = 1.2

S = 2.54

L = 2

S = 2

L =1

S = 2.67

L = 1

S = 2

S <= 2 S >= 3

L <= 1 L >= 3

S <= 2 S >= 3

Node 0

Node 2

Node 1

Node 4

Node 3

Node 5

Node 6

(L = 2, 𝑆 = 2)

ub = 10

lb = 8

(L = 1, 𝑆 = 2)

ub = 10

lb = 10

(L = 2, 𝑆 = 2)

ub = 10

lb = 8

(L = 1, 𝑆 = 2)

ub = 10

lb = 8

(L = 1, 𝑆 = 2)
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𝑥𝑘 = 𝑅𝑒𝐿𝑈((𝑤𝑘)𝑇𝑥𝑘−1 + 𝑏𝑘)

𝑅𝑒𝐿𝑈 𝑥 = max x, 0

(𝑤𝑘)𝑇𝑥𝑘−1 + 𝑏𝑘 = 𝑥𝑘 − 𝑠𝑘 , 𝑥𝑘 ≥ 0, 𝑠𝑘 ≥ 0

The solution (𝑥, 𝑠) of constraints (3) is not unique (as it should be because ReLU() is in fact a function), because one 

can always take any scalar δ ≥ 0 and obtain a still-feasible solution (𝑥 + 𝛿, 𝑠 + 𝛿). Imposing 𝛿 = 0 is therefore the only 

critical issue to be addressed when modeling the ReLU operator.

𝑧 = 1 → 𝑥 = 0

𝑧 = 0 → 𝑠 = 0

𝑧 ∈ {0, 1}

Formulate DNN for MILP
Define ReLU as LP

(1)

(2)

(3)

(4a)

(4b)

(4c)
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෍

𝑖=1

𝑛𝑘−1

wi𝑗
𝑘 xi

𝑘−1 + 𝑏𝑗
𝑘 = x𝑗

𝑘 − 𝑠𝑗
𝑘 , x𝑗

𝑘 ≥ 0, s𝑗
𝑘 ≥ 0

𝑧𝑗
𝑘 = 1 → 𝑥𝑗

𝑘 ≤ 0

𝑧𝑗
𝑘 = 0 → 𝑠𝑗

𝑘 ≤ 0

𝑧𝑗
𝑘 ∈ {0, 1}

where 𝑘 ℎ𝑖𝑑𝑑𝑒𝑛 𝑙𝑎𝑦𝑒𝑟 = 1, . . . , 𝐾 − 1, 

𝑗 (𝑛𝑒𝑢𝑟𝑜𝑛 𝑎𝑡 𝑙𝑎𝑦𝑒𝑟 𝑘) = 1, . . . , 𝑛𝑘

Formulate DNN for MILP
Define ReLU as LP

(5a)

(5b)

(5c)

(5d)

ReLU networks as surrogate models in mixed-integer linear programs - ScienceDirect

https://www.sciencedirect.com/science/article/pii/S0098135419307203
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Bounds:

𝑙𝑏𝑗
0 ≤ x𝑗

0 ≤ ub𝑗
0

𝑙𝑏𝑗
𝑘 ≤ x𝑗

𝑘 ≤ 𝑢𝑏𝑗
𝑘

lb𝑗
𝑘 ≤ s𝑗

𝑘 ≤ ub𝑗
𝑘

𝑙𝑏𝑗
𝑘 = lb𝑗

𝑘 = 0, 𝑘 ≥ 1

u𝑏𝑗
𝑘 , ub𝑗

𝑘 ∈ 𝑅++∪ {+∞}, 𝑘 ≥ 1

Optimization function:              

𝑚𝑖𝑛෍

𝑘=0

𝐾

෍

𝑗=1

𝑛𝑘

𝑐𝑗
𝑘 x𝑗

𝑘 +෍

𝑘=0

𝐾

෍

𝑗=1

𝑛𝑘

γ𝑗
𝑘 z𝑗

𝑘

𝑐𝑗
𝑘 and γ𝑗

𝑘 can be defined according to the specific problem.

Formulate DNN for MILP
ReLU bounds

(6a)

(6b)

(6c)

(6d)

(6e)

(7)
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Classification problem: hand-written digit recognition of an input 28 x 28 figure (784 pixels/inputs 𝑥0)

Pixels are normalized to grayscale level in [0,1], where 1 → 𝑤ℎ𝑖𝑡𝑒, 0 → 𝑏𝑙𝑎𝑐𝑘

Deep Neural Network is trained with 3 hidden layers with (8,8,8) ReLUs, plus a last layer made up of 10 units to classify 

digits ‘0’ to ‘9’

Training for 50 epochs, reaching an accuracy of 93.04% on the test set.

Application
Experimental Setup
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Used MILP model (defined in previous slides) to find input examples that maximize the activation x𝑗
𝑘 of each unit 

𝑛𝑒𝑢𝑟𝑜𝑛(𝑗, 𝑘) such that its output is the expected label.

In most literature max activations is performed using greedy ascent, it can be trapped by local optimal solutions or may 

not even reach any meaningful solution.

Application
Feature Visualization

Feature Engineering | SpringerLink

https://link.springer.com/chapter/10.1007/978-3-030-93823-9_6
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Given original input ෤𝑥0 which DNN correctly classify ሚ𝑙. 

Find 𝑥0 (similar to ෤𝑥0) which is classified as 𝑙 (≠ ሚ𝑙).

For figure on the right:

𝑙 = ሚ𝑙 + 5 𝑚𝑜𝑑 10

Application
Adversarial Examples
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Given original input ෤𝑥0 which DNN correctly classify ሚ𝑙. 

Find 𝑥0 (similar to ෤𝑥0) which is classified as 𝑙 (≠ ሚ𝑙).

For figure on the right:

𝑙 = ሚ𝑙 + 5 𝑚𝑜𝑑 10

x𝑑+1
𝐾 ≥ 1.2 x𝑗+1

𝐾 , 𝑗 ∈ {0,… , 9}{𝑑}

To keep new input 𝑥0 close to the original ෤𝑥0, we can reduce L1 

distance between them with an additional objective function. 

−𝑑𝑗 ≤ x𝑗
𝑜 − ෤𝑥𝑗

0 ≤ 𝑑𝑗 , ෍

𝑗=1

𝑛0

𝑑𝑗

MILP solvers are flexible enough that all of these equations can 

be added to the original linear inequalities (5-7).

Application
Adversarial Examples

(8)

(9)

(10)
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Pixel changes (absolute value) that suffice to trick the DNN: The right two figures correspond to the model where pixels 

can change arbitrarily, while two on the left refer to the case where each pixel cannot change by more than 0.2

Application
Adversarial Examples
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•DNN1: 8+8+8 internal units in 3 hidden layers.

•DNN2: 8+8+8+8+8+8 internal units in 6 hidden layers

•DNN3: 20+10+8+8 internal units in 4 hidden layers

•DNN4: 20+10+8+8+8 internal units in 5 hidden layers

•DNN5: 20+20+10+10+10 internal units in 5 hidden layer

Results and Analysis
Considering different DNN models

•Basic model: best weights/biases selected for each DNN

•Improved Model: Preprocessing is applied to the basic 

model to tightened the bounds for x𝑗
𝑘 , s𝑗

𝑘 (eq 5) .

•The preprocessing needs to be done only once prior. This 

time is not included in the table.

•Task: Solve/find 100 instances of adversarial example.

•Nodes - Avg. no. of branching nodes

•Time(s) - Computing time

•%gap - percentage gap between the best 

𝑢𝑏 and the best 𝑙𝑏

•%solved - percentage of solved instances
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Performance of the improved model with a time limit of 300 seconds, with exact vs weaker bounds (the latter being 

computed with a time limit of 1 sec. for each bound computation).

Results and Analysis
Considering different DNN models
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Why MILP: Versatility, Precision, Optimization.

Applications of MILP: 

− Supply chain optimization

− production planning, scheduling

− Finance

− energy management

Challenges in MILP:

− Complexity: Can be computationally intensive, especially as the number of variables and constraints increases.

− Solving Techniques: Techniques like branch-and-bound, cutting planes,  vs greedy.

Why MILP
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Conclusion:

Model not suitable for training, as the problem will become bilinear (learning both weights/biases and inputs), but good 

for optimization task like feature visualization and adversarial example generation to learn about the DNN models.

For small DNNs, our model can be solved to proven optimality in a matter of seconds on a standard notebook.

However, for larger (realistic) DNNs the computing time can become too large. DNNs of size (30, 20, 10, 10, 10, 8, 8, 8) 

or (50, 50, 50, 20, 8, 8) lead to computing times of one hour or more. Resort to heuristics, possibly based on a 

restricted version of the model itself.

Future work:

Reduction of the computational effort involved in the exact solution of the model

Find new heuristic methods for building adversarial examples for large DNNs

Find new application of MILP in DNN

Conclusion and Future Directions
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Summary

− DNN : Network, Activation Function(ReLU)

− MILP: Branch-n-Bound, Bound Tightening

− Define DNN (ReLU) as Linear problem

− Feature Visualization

− Adversarial Example generation

− Improved vs Weak Model

− Why MILPs, advantages and challenges.

− Conclusion and Future Work.

Summary



Thank you for the attention!
Next: Questions
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2111.06257.pdf (arxiv.org)

https://arxiv.org/pdf/2111.06257.pdf
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